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Managed Security Services

Getting Hacked Can Be Expensive

Are you feeling lucky? Data breaches are an unfortunate reality in today's ultra-connected world. A recent Ponemon Institute
survey showed the average cost of cybercrime for U.S. retail stores more than doubled last year to an annual average of $8.6

million per company. The average cost per cyber-attack for financial services went to $20.8 million. Clearly, getting hacked can
be very expensive.

Focal Point Solutions Group Implements Controls, Then Monitors Them

Focal Point Solutions Group's security professionals are experts on the Power Systems platform running IBM i, AlX, Linux, and
your Windows servers. We offer a managed service to monitor critical security areas and work with you to determine your
most critical vulnerabilities. Our goal is to prevent unauthorized access while allowing access through acceptable channels.

Security Managed Services
Our IBM i Security Managed Services offering includes the following features:

= Annual security check-up and risk assessment for each = Tracking programs installed into a production library
environment monitored = Monitoring user profile creation/deletion

* Regular monitoring to detect fraud, data theft and other = Managing password changes for IBM i profiles
malicious behavior = Reporting on invalid sign-on attempts

= Ensuring compliance with industry and government = Recording authority failures to a specific file or set
security regulations (PCl, SOX, HIPPA, etc.) of objects

= Ensuring inactive profiles are disabled = Setting system values

= |dentifying profiles with new special authorities = Managing mobile device access

= Discovering profiles with default passwords = Controlling object authorities

» Detecting system value changes = TCP/IP configuration

* Monitoring security of a critical file = Monitoring job and subsystem descriptions

= Monitoring authority changes to authorization = Output queue monitoring
lists (AUTLS)

We notify you if any security issues need attention or events appear outside established parameters.

Why Choose Focal Point Solutions Group?

Our team of experts will review and assess your needs and technical requirements before we tailor the right solution for

you. Some of the benefits you will enjoy: First and second-level technical support; 24/7 monitoring; innovative designs and
solutions; highly available switch-ready systems; managed IBM hardware and software support calls; automated monitoring
to our alert center.

Ask us about IntellaFLASH™—the future of HA testing!

/—w Learn More at ucgtechnologies.com or focalpointsg.com


http://ucgtechnologies.com
http://focalpointsg.com
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Self-Test For It Security
This Self-Test evaluates the IT security preparedness of your organization. Security services specialists at FPSG can help you
evaluate your responses and recommend further steps to ensure successful security strategies for your organization.

Please return this completed form to ContactUs@focalpointSG.com or info(@ucgtechnologies.com

SELF TEST YES/NO
1. Do you have a formal written security policy in place? N
2. Have your security policy and processes been reviewed within the past 12 months? N
3. Are your security policies and procedures being followed to the letter? N
4, Have you experienced security breaches at any of your locations within the last year? N
5. Besides your auditor, do you have an external advisor to review your security practices? N
6. Do your system authorities, network settings, exit point settings and port restrictions prevent cyber-attacks? N
7. Are you unable to fulfill requests for security changes or exceptions due to limited resources? N
8. Do you know what the standard level for security breaches is for your industry and geography? N

9. Would you rate your organization's ability to detect, prevent and mitigate threats as excellent?
10. Are you notified in advance of changes in security policies and laws that affect your organization?
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11. Do your developers have access to all source/objects they need without wholesale security grants like *ALLOBJ? N
12. Does your Change Management procedure protect production source and objects from attacks? N

L1

13. Are you using some form of remote security monitoring service?

Enter Your Contact Information To Schedule Your Free Consultation:

Name: Email address:

Phone: Company:

ITenvironments:  []IBMi  [JAIX []LinuxontheiSeries [ ]Systemi  []AS/400
[]Power Systems  [] Wintel

Follow-Up Steps To Receive Your Free 1-Hour Phone Consultation

. Note: This evaluation form and Focal Point Solutions
1. Answer the self-test questions above. Group's follow-up Managed Security Services are
2. Fillin your contact information. appropriate for all IBM Power Systems installations

. running IBM i, AlX, Linux on the iSeries, System i, i5,
3. Returnformto ContactUs@focalpointSG.com or & Y

info@ucetechnologies.com AS/400, Power Systems platforms, and Wintel.

4. We will contact you to schedule your free 1-hour consultation
with a security specialist.

Focal Point Solutions Group LLC (FPSG) is an IBM Business Partner with extensive IT 701 Market Street

industry experience and deep understanding of the IBM midrange platform. Based in Ste. 111, PBM 216

Florida, the company is an IBM MSP Infrastructure Partner with IBM certifications in St. Augustine, FL 32095

Power Systems, TSM and IBM storage. 813.513.7402 | focalpointsg.com
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